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Dece ntly The Reserve Bank of India (RBI) has mandated to

all existing magnetic St’j ipe-o.nly cards with EMV chip cards b
b Sho 2018 all the Magm.znc Stripe Card are deactivated. RBI Re)g/
’ January 2019. All the Indian Banks are replacing the magnetic str
chip cards free of cost. : .

[n the Scenario the bankmg' frauds are increased. Most of the advanced countries

MY Chip Card to safe guard the interest of bank and their customer. India has bje cthzllcrai u:id
¢ customer from cyber attacks and fraudulent transaction. The directiv; is applifablz

Int

replac®
'ulate new regulation from
1pe-only cards with EMV

prevcnt th ) conal
410 a¢ well as 1nternational cards, ¢ i ;
o all domestic a8 well a ds, and the older magnetic stripe-only cards will not be

yalid from 01.01.2019 . The cards need to be replaced even if their validity date ends after 31

pecember 2018: As of June 2018, there are 39.4 million active credit cards and 944 million debit
cards in the country, according to RBL

Magnetic Stripe Card :

Magnetic stripe cards are out date today. It has do not protrct the customer from cyber
erime compare to the EMV Chip Card. Magnetic stripe cards are just classic credit cards (also
known as swipe cards), the ones we're all familiar with. The actual stripe is on the backside of
e card, and it uses modified iron-based magnetic particles to communicate data between the
sirip and the receiving credit card terminal. Magnetic strip card has possible to cloning the card.

Magnetic stripe cards simply serve as static storage devices to be read by the terminal.
The terminal then performs a card swipe, PIN encryption, and signature capture function.

The actual transaction flow:
I. Card is swiped.
2. The terminal sends an authorization request (which includes the customer’s card data) to
the acquiring bank (whichever bank the company receiving the payment uses).

3. The terminal sends an authorization request to the issuing bank (V isa, Mastercard, etc.).
he issuing bank to the acquiring

4. The terminal facilitates an authorization response from t
bank.

nse from the acquiring bank to the terminal

inal facilitates an authorization respo
: 't ‘turned down for any reason, the

horization responses weren

18 pr H'e'm'jofv Mégnetic Strip Card is, there’s no system in place to indlvxduahzel
etic stripe transactions. They're all bulked together, meaning if someone can stea

A d ns.
rd information during a transaction, then they can use that for future transactio
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useful o 2)1'1 Excluding the, W webmr:'e;ﬁjcthe scenes it is m thhe - Chipe fra““ v 5PIN Pl
fraudulent tran|S':l<(:eumagnetic stripe cards, but be Wil More lntricmQ ] son °
look just ™ . , ® g fpat ‘
act t:c“gve‘ ‘ ferred to as EMV chip cards as well, with Emy il ﬁMV Chip ang b
pro i \Omeumes re isa. EMV Chi i en()tm ds- These carg,
They 1® 300 Europe, MasterCard, and Visa. 1p Cards use an acyy , ' Z d s
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chip placed on .th'e top Z secure transaction process to occur. This card is more secureq a!lowa --basei Cfudsa
much more intricate ﬂr.i pa With the mak‘ng it diffigy
comparison of Magnetic Strip . B ncrypted and g
A typical chip card flow: ; Th/e,sh'\_ﬁ_‘iﬂ
1. Inserted Card is into terminal A : . | s -
2‘ Terminal makes contact with the chip 1.nslde the card usnr}g pins. 1o 3 ;s used at an
3. b s activated; terminal verifies the issuer from the chip on card. he amic informse
4. Chip verifies PIN details ‘ } cards ¢
5. Information is sent to bank for official authorization. y an
6. Transaction is completed. | -t MV Chip
Benefits of EMV Cards : ‘ e duplicatio
A Unique Code : - fro!

In the EMV Chip Card Each transaction is a unique code that cannot be used again, 5
even if a fraudster captures someone’s credit card data at a terminal, they couldn’t use it fo
future transactions. Each swipe is only good for one transaction.

Greater Confidence :
EMYV also enables greater confidence for offline transactions, as details can be verified

from the Chip embedded on the card without contacting the issuer.

Identify Fraudulent Activity :
These card is Protecteting the interest of Customer This also makes it easier for credit

card algorithms to spot and identify fraudulent activity.

Easy Upgrading and Cost-effective.
EMV-certified terminals start as low as $200 as discussed in this article, and depending

on your setup, your existing hardware can become EMV-certified with a custom integration.

Reduce chargeback: :
If you have better transaction security, you'll deal with less fraud and fewer chargebacks.

A few years ago, credit card network rules Were updated to glace more financial risk on
merchants without chip cards for lost or stolen transactions. If you're late to switching to EMV,
you’re at risk of seeing chargebacks continue to increase and will lose cases at a much higher
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» stomer trust : : . :
witching to chip cards is more than just Savnﬁ\rlnone)f_ anc:j reducing chargebacks, it's
otecting your customers. As mentioned. IE | ecfll:pc;l)e transactions are unique,
;"that charges are never duplicated of faked. Plus, less fraud means fewer headaches from

|
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EMV Chip Card :ll word EMV stands for Europe, MasterCar gy Visa,

In the S"Tu; LC ber security View. These card are protecting the CUstom,
very useful as pet ‘I lcetio)"‘ Excluding the way we interact with a terminal, the Iy, m e U
or fmu(ilulc:tilt::iﬂ;;‘{e magnetic stripe cards, but behind the Scenes jt jg Much o Chy, oy
act and look jus

rotective. : o ip carde . ) an
P They're sometimes referred to as EMV chip cards g4 well, with EMy {

developers of the chip: Europe, M.ast.elCa;d, and Visa, EMV C'hip Cards g, an actj;noﬁng ty
chip placed on the top part of a credit Sl “{ COmmunicate Wltl.l terming]g Theg, chj C(’mpukr
much more intricate and sec.:ure transaction process tq oceur, Thig card g More St Ps a“wa
comparison of Maguetic Strip Card. ed ™ ;
A typical chip card flow:

1. Inserted Card is into terminal

2. Terminal makes contact with the chip inside the card using pins.

3. Chip is activated; terminal verifies the issyer from the chip on carq,

4. Chip verifies PIN details :

5. Information is sent to bank for officig] authorization_

6. Transaction is completed.

Benefits of EMV Cards :
A Unique Code :

EMV also enables greater confidence for offline transactions, as detajjs can be verifie
from the Chip embedded on the card withoyt contacting the issuer.
Identify Fraudulent Activity :

These card js Protecteting the interest of Customer This also makes it easjer for credit
card algorithms 1o Spot and identify fraudulent activity.
Easy Upgrading and Cost-effective, ‘

EMV-certified terminals start as low as $200 as discussed in this article, gng depending
On your setup, your existing hardware can become EMV-certified with a custop, integration.

Reduce char eback: :
If oughave better transaction security, you’ll deal with less frauq and fewer chargebacks.
A few }'e);rs 480, credit card network rules were updated to place mope financial risk on

tions. If you’re Jate ¢ SWitching to EMV,
3 ) r stolen transac
merchants without chip cards for lost o cases at a mych higher

. rate.

Build customer trust : ‘s more than just saving money and reducing chargebacks, it's
- . 3 N ls m d
Switching to chip cards

s. As mentioned, EMV' equipped transactjopg are unique,
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figh chip'based cards , also called chip and pIN C

ards, use higher standards of data encryption
just a swipe on a point of sale (PoS) deyi tzcc:)::dls'tunlike ma{;ncxic ; SRR ¢
a PIN as well to complete the transaction, This pm\[/)ijez Zr:r;l::rzclt:\)/l;i Z];ls[:::::tzm e
Conclusion =~

EMV Chip and PIN Cards provide enhancey
W"H‘dﬁ These cards help prevent card skimming
fraudulent ‘card present’ or PoS transactions.
EMV chip-based cards also have a magnetic stripe, sensitiy
these, making it difficult for fraudsters to access custome
chip is encrypted and so is the transmission of information

level of security compared to magnetic
or cloning and are effective in mitigating

€ customer data is stored on a chip in

r information. The information in the
: thereon.

The shift to chip-based cards is driven globally due to increased risks of card cloning.
Cloning stems from magnetic stripe cards that have st

the card is used at an ATM where a cloning device s

atic information which is easily captured if

st A : installed. Having an EMV card helps as it
has dynamic information instead of static information. In a physical card cloning scenario, EMV

chip and PIN cards eliminate the risk to a large extent. But in case of online payments, the risk of
fraud continues to exist. Make sure you never share sensitive card-related information with

anyone.EMV Chip Cards are protecting to the interest of Card owner. It also protect to the owner
from the duplication or the cloning of the card,
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